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Compliance Program Controls 
versus Operational Controls  

HIPPA and PCI 

"Simplicity means the achievement of maximum effect 
with minimum means.ÓÑAlbert Einstein 
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Introductions  

¥  Deena King 
Ð  Managing Director, Pure Knowledge Consulting 
Ð  30 Year Cross-trained Professional 
Ð  10 years Audit/Compliance 

¥  Specialties 
Ð  Compliance Program: 

¥  Design and Implementation 
¥  Evaluations and Gap Analysis 
¥  Continuous Improvement 

¥  Industries: 
Ð  Higher Education 
Ð  Utility 
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Agenda 

¥  Operational versus Program Controls 
¥  Compliance as a Business Process 

Ð Core Program Controls 

¥  Compliance Program Controls Applied 
Ð Risks, Value-added, Relationships 

¥  HIPPA 

¥  PCI 

¥  Review 
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Operational versus Program 
Controls 
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COSO Management Controls  

¥  At Multiple levels 
across multiple 
functions: 
Ð  Internal Environment 
Ð  Objective Setting 
Ð  Event Identification 
Ð  Risk Assessment 
Ð  Risk Response 
Ð  Control Activities 
Ð  Communication 
Ð  Monitoring 

March 17, 2011 ISACA Monthly Luncheon, Salt Lake 
City, Utah  
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Quick CObIT Foundation 
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PO4.11  Segregation of Duties 
Implement a division of roles and responsibilities that reduces the possibility for a single 
individual to compromise a critical process. Make sure that personnel are performing only 
authorized duties relevant to their respective jobs and positions. 

PO4.12  IT Staffing 
Evaluate staffing requirements on a regular basis or upon major changes to the business, 
operational or IT environments to ensure that the IT function has sufficient resources to 
adequately and appropriately support the business goals and objectives. 
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Quiz 

¥  Assign a ÒContributionÓ 
level of VH, H, M, L, or  
VL to each of the control 
objectives below: 
Ð  Process Goals 
Ð  Technology Standards 
Ð  Process Ownership 
Ð  IT Services Recovery and 

Resumption 
Ð  Process Repeatability 
Ð  User Account Management 
Ð  Protection of Security 

Technology 
Ð  Incident Escalation 

Ð  Malicious Software 
Prevention, Detection and 
Correction 

Ð  Process Roles and 
Responsibilities 

Ð  Physical Facility 
Management 

Ð  Process Policy, Plans, and 
Procedures 

Ð  Infrastructure Monitoring 
Ð  Board Reporting 
Ð  Control Self-Assessment 
Ð  Remedial Actions 
Ð  Process Performance 

Improvement 

March 17, 2011 ISACA Monthly Luncheon 
Salt Lake City, Utah 
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Quiz 

¥  Assign a ÒContributionÓ 
level of VH, H, M, L, or 
VL to each of the control 
objectives below: 
Ð  Process Goals 
Ð  Technology Standards 
Ð  Process Ownership 
Ð  IT Services Recovery and 

Resumption 
Ð  Process Repeatability 
Ð  User Account Management 
Ð  Protection of Security 

Technology 
Ð  Incident Escalation 

Ð  Malicious Software 
Prevention, Detection and 
Correction 

Ð  Process Roles and 
Responsibilities 

Ð  Physical Facility 
Management 

Ð  Process Policy, Plans, and 
Procedures 

Ð  Infrastructure Monitoring 
Ð  Board Reporting 
Ð  Control Self-Assessment 
Ð  Remedial Actions 
Ð  Process Performance 

Improvement 

March 17, 2011 ISACA Monthly Luncheon 
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Answer: CObIT assigns every 

single one of these a ÒVHÓ 
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CObIT ÒProcess ControlsÓ 

March 17, 2011 ISACA Monthly Luncheon, Salt Lake 
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CObIT Process Controls 

¥  CObIT Tools include: 
Ð Control Objectives and Control Practices 

Ð Value Drivers 
Ð Risk Drivers 
Ð Audit Steps  
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CObIT Process Controls 

¥  CObIT Tools include: 
Ð Control Objectives and Control Practices 

Ð Value Drivers 
Ð Risk Drivers 
Ð Audit Steps  
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There is risk if to the enterprise 

if these controls are not present 
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Internal Controls 

¥  What is the difference? 
Ð Operational Controls 

Ð Program Controls 
¥  Management Processes 

Ð  For today, program controls 
will refer to those that exist at 
the management level and 
operational controls, at the 
performance level 

March 17, 2011 
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Governance 

Management 

Performance/Operational 
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Compliance as a Business 
Process 

Operational and Program Controls 
In Action 
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Business Process 

¥  Complex: 

http://www.gerke.com/gerke2009/processmapping1.php, 1/10/11 
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Business Process 

¥  Simplified: 

http://www.gerke.com/gerke2009/processmapping1.php, 1/10/11 
March 17, 2011 
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Business Process 

¥  Example:  Advertise an Open Position 
Ð Hiring Manager 

¥  1) Go to HR website 
¥  2) Complete Form CorpAd1 

¥  3) Submit to Supervisor for Approval 

Ð Hiring Manager Supervisor 
¥  4) Review CorpAd1; Approve 
¥  5) Submit to HR for Processing 

Ð HR (etc.) 

March 17, 2011 
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Business Process: Example 
Go to HR Website 

Fill in Form CorpAd1 

Submit to Supervisor for 
Approval 

Review CorpAd1 and 
Approve 

Submit CorpAd1 to HR Etc. 

Hiring 
Manager 

Hiring 
Manager 
Supervisor 

HR 

March 17, 2011 
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Where are 
the 

Controls? 

Review CorpAd1 
and Approve 
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Business Process: Example 
Go to HR Website 

Fill in Form CorpAd1 

Submit to Supervisor for 
Approval 

Review CorpAd1 and 
Approve 

Submit CorpAd1 to HR Etc. 

Hiring 
Manager 

Hiring 
Manager 
Supervisor 

HR 
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Where are 
the 

Controls? 

Review CorpAd1 
and Approve 

Almost all processes have  

these types of controls 



3/17/11 

10 

© 2011, All Rights Reserved 

Business Process: Another View 

¥  Why does this process exist? 
¥  Who owns the process? 
¥  Is this process repeatable? 

¥  Who ensures the process is implemented? 
¥  Does it have a governing policy? 
¥  Could it be improved? 

March 17, 2011 ISACA Monthly Luncheon, Salt Lake 
City, Utah  
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CObIT Process Controls  

March 17, 2011 ISACA Monthly Luncheon, Salt Lake 
City, Utah  
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Internal Controls 

Ð Program Controls 
¥  Management Process 

Ð Operational Controls 

March 17, 2011 
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Governance 

Management 

Performance/Operational 
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The Work PKC Did 

¥  Using Òbest practice,Ó extract the elements of a 
Òcompliance processÓ (i.e. process controls) 
Ð  Federal Sentencing Guidelines 
Ð  FERC Policy Statements 
Ð  HIPPA Administrative Sections 

¥  Result: 
Ð  Elements of a Òvigorous compliance programÓ 

¥  Framework for Design and Assessment 
Ð  Approach 
Ð  Technique 

¥  ÒCompliance in One PageÓ ©2010 

March 17, 2011 
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Assess Risk/  
Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Implement, Promote, 
and Enforce 

Monitor, Audit, and Report 

Compliance as a Business Process: Compliance in One Page  

Leadership/ 
Corporate Culture 

C
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Laws 
Regulations 
Regulators 

Laws 
Regulations 
Regulators 
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Assess Risk/ 
Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Implement, Promote 
and Enforce 

Monitor, Audit, and Report 

Compliance as a Process: Map to CObIT Processes  

Leadership/ 
Corporate Culture 
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¥  PC2 Ð Ownership 
¥  PC4 - Roles and Responsibilities 

¥  Communicate PC5 - Policies, Plans 
  Procedures 

¥  PC3 - Repeatability 
¥  Define PC5 - Policies, Plans,  
  Procedures 

¥  Performance Metrics 
  (PC6 - Performance Improvement) 

¥  PC6 - Performance 
  Improvement 

¥  Compare Measurements 
  (PC6 Ð Performance 
   Improvement)  

¥  High-level Oversight 

¥  PC1 - Goals and Objectives 
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Summary 

¥  Compliance as a Business Process 
¥  Program Controls 

Ð  Assess Risk/Identify Requirements 
Ð  Establish/Modify Compliance Organization 
Ð  Document Standards, Policies, and Procedures 
Ð  Communicate Standards, Policies, and Procedures 
Ð  Implement, Promote and Enforce 
Ð  Monitor, Audit, and Report 
Ð  Continuous Improvement 
Ð  Leadership/Corporate Culture 

March 17, 2011 
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Questions? Comments? 
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Compliance Program Controls 

HIPPA 

March 17, 2011 
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Internal Controls 

¥  HIPPA 

Ð  ¤164.308: Administrative 
Safeguards  

Ð  ¤164.530: Administrative 
Requirements 

Ð  ¤164.310: Physical Safeguards 

Ð  ¤164.312: Technical Safeguards 

March 17, 2011 
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Governance 
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Performance/Operational 
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Assess Risk/ 
Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Implement, Promote 
and Enforce 

Monitor, Audit, and Report 

Compliance as a Process: Map to HIPPA Admin Requirements  

Leadership/ 
Corporate Culture 

© 2011 
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¥  Security Official 
   (45 C.F.R. ¤ 164.308(a)(2)) 
¥  Privacy Personnel 
  (45 C.F.R. ¤ 164.530(a)) 

¥  Workforce Training 
  (45 C.F.R. ¤ 164.530(e)) 

¥  Documentation 
  (45 C.F.R. ¤ 164.530(j))  
¥  Privacy Policies and  
  Procedures 
  (45 C.F.R. ¤ 164.530(i)) 

¥  Data Safeguards 
  (45 C.F.R. ¤ 164.530(c)) 
¥  Mitigation  
  (45 C.F.R. ¤ 164.530(f)) 

¥  Changes (45 C.F.R. ¤ 164.530(i)(2-4)) 
¥  Mitigation (45 C.F.R. ¤ 164.530(f)) 

¥  Retaliation and Waiver 
  (45 C.F.R. ¤ 164.530(g)) 
¥  Complaints  
  (45 C.F.R. ¤ 164.520(b)(1)(vi)) 
¥  Record Retention 
  (45 C.F.R. ¤ 164.530(j))  

¥  Privacy Personnel 
  (45 C.F.R. ¤ 164.530(a)) 

¥  Risk Analysis 
  (45 C.F.R. ¤ 164.308(a)(1)(ii)(A)) 

© 2011, All Rights Reserved 

Value, Risk, Relationships: HIPPA 
¥  Risk Assessment/Identify Requirements  

¥  Establish/Modify Organizational Structure  

¥  Document Standards, Policies, and Procedures  

¥  Communicate Standards, Policies, and Procedures  

¥  Implement, Promote, and Enforce  

¥  Monitor, Audit, and Report  

¥  Leadership/Corporate Culture  
© 2010 
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Compliance Program Controls 

PCI 

March 17, 2011 
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Internal Controls 

¥  PCI 

???? Ð Compliance in One Page can 
help fill in the gap 

Ð  PCI DSS Requirements 

Ð  PCI PA DSS Requirements 
È  1 through 12 

March 17, 2011 
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Assess Risk/ 
Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Implement, Promote 
and Enforce 

Monitor, Audit, and Report 

Compliance as a Process: Map to PCI  

Leadership/ 
Corporate Culture 

© 2011 
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¥  PCI DSS Assessments, 2.0 
¥  PCI PA-DSS Assessments, 2.0 

¥  PCI DSS Requirements, 2.0 
¥  PCI PA-DSS Requirements, 2.0 
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Value, Risk, Relationships: PCI 
¥  Risk Assessment/Identify Requirements  

¥  Establish/Modify Organizational Structure  

¥  Document Standards, Policies, and Procedures  

¥  Communicate Standards, Policies, and Procedures  

¥  Implement, Promote, and Enforce  

¥  Monitor, Audit, and Report  

¥  Leadership/Corporate Culture  

March 17, 2011 ISACA Monthly Luncheon 
Salt Lake City, Utah 
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Questions? 

March 17, 2011 ISACA Monthly Luncheon, Salt Lake 
City, Utah  
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The organization shall periodically 
assess the risk of criminal conduct and 
shall take appropriate steps to design, 
implement, or modify each requirement 
(¤8B2.1.c). 
Deliverables:  Annual/Quarterly Risk 
Assessments; Compliance Inventories 

The organization shall establish 
standards and procedures to prevent and 
detect criminal conduct (¤8B2.1.b.1). 
Deliverables:  Documentation  

The organizationÕs compliance and ethics 
program shall be reasonably implemented and 
promoted so it is generally effective and 
enforced consistently throughout the 
organization (¤8B2.1.a.2 & b.6). 
Deliverable:  An Implemented Program 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Governing authority shall be knowledgeable and exercise 
reasonable oversight; High-level personnel shall ensure the 
organization has an effective compliance program; Specific 
individuals shall be delegated day-to-day operational 
responsibility; Exercise due diligence  (¤8B2.1.b.2.A-C & 3). 
Deliverables:  Org Chart; Job Descriptions; Background Checks 

Communicate Standards, 
Policies, and Procedures 

Implement, Promote 
and Enforce 

Communicate periodically standards and 
procedures, and other aspects to relevant 
individuals by conducting effective training 
programs and otherwise disseminating 
information (¤8B2.1.b.4.A&B). 
Deliverables:  Communication and Training 
Plans 

Monitor, Audit, and Report 

Monitoring and auditing to detect criminal 
conduct; Periodically evaluate the 
effectiveness of the organizationÕs compliance 
program; Publicize a reporting system 
(¤8B2.1.b.5.A-C).  
Deliverables:  Audit Program; Program 
Evaluation; Hotline; Audit Reports  

Compliance in One Page:  Federal Sentencing Guidelines  

Leadership/ 
Corporate Culture 

Promote an organizational culture 
that encourages ethical conduct and 
a commitment to compliance with 
the law (¤8B2.1.a.2 and b) 
Deliverable:  Leadership 

*After criminal conduct has been detected, the organization shall take steps to 
respond appropriately including making modifications to the program (¤8B2.1.b.7) 
Deliverables: Enforcement; Modifications to any or all noted deliverables 

C
on

tin
uo

us
 

Im
pr

ov
em

en
t 

Assess Risk/  
Identify Requirements 

Laws, etc 

© 2010, All Rights 
Reserved 
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Using Compliance in One Page  ©2010 

to Assess HIPPA or PCI Compliance Programs  
¥  Risk Assessment/Identify Requirements: 

Ð Annual/Quarterly Risk Assessments 
Ð Compliance Inventories 

¥  Compliance Organization 
Ð Org Chart; Job Descriptions; Background Checks 

¥  Documented Standards, P&P 
Ð Documentation 

¥  Communicate Standards, P&P 
Ð Communication Plans 
Ð Training Plans 

March 17, 2011 ISACA Monthly Luncheon 
Salt Lake City, Utah 
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Using Compliance in One Page  ©2010 

to Assess HIPPA or PCI Compliance Programs  

¥  Implement, Promote, Enforce 
Ð Evidence that all documentation listed herein 

has been executed 
¥  Risk Assessment Results 
¥  Requirements Database 
¥  Org Charts 
¥  Training Rosters 
¥  Memos, Websites, Newsletters 
¥  Audit Reports 
¥  Action Plans 

March 17, 2011 ISACA Monthly Luncheon 
Salt Lake City, Utah 
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Using Compliance in One Page  ©2010 

to Assess HIPPA or PCI Compliance Programs  

¥  Monitor, Audit, Report 
Ð Audit Plans, Audit Programs, Hotline Transcripts, 

Board Reports 

¥  Continuous Improvement 
Ð Enforcement Records 
Ð Document Change History 
Ð Action Plans 

¥  Leadership/Corporate Culture 
Ð Executive Memos 
Ð Executive Meeting Minutes 

March 17, 2011 ISACA Monthly Luncheon 
Salt Lake City, Utah 
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Review 

March 17, 2011 
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CObIT Process Controls 

¥  CObIT Tools include: 
Ð Control Objectives and Control Practices 

Ð Value Drivers 
Ð Risk Drivers 
Ð Audit Steps  

March 17, 2011 
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Internal Controls 

Ð Program Controls 
¥  Management Process 

Ð Operational Controls 

March 17, 2011 
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Performance/Operational 
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Assess Risk/  
Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Implement, Promote, 
and Enforce 

Monitor, Audit, and Report 

Compliance in One Page: The Process Model  

Leadership/ 
Corporate Culture 
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Laws 
Regulations 
Regulators 

Laws 
Regulations 
Regulators 

© 2010, All Rights 
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Auditing Program Controls 

¥  ÒCompliance in One PageÓ ©2010 

¥  Framework for Design and Assessment 
Ð Approach to Evaluating Program Controls 

¥  Best-Practice Based 
¥  Aligned with Several Regulations 

Ð HIPPA 
Ð Federal Sentencing Guidelines 

¥  Help with Gaps and Address Program Risk 
Ð PCI 

March 17, 2011 
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Questions? Comments? 

March 17, 2011 ISACA Monthly Luncheon, Salt Lake 
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www.pureknowledgeconsulting.com 

March 17, 2011 
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Achieving Excellence Through Best Practices 
Compliance, IT, Leadership, Audit 

~~~~~~ 
For additional information on products and services, please contact: 

Deena King, CCEP, CISA 
Managing Director 

Cell: (702)994-7085 
1930 Village Center Circle #3-20 

Las Vegas, NV  89134 
deenak@pureknowledgeconsulting.com 
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Appendix A 

Additional Information  
ÒBest PracticeÓ Frameworks & 

ÒCompliance in One PageÓ 

March 17, 2011 
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The Compliance Process and the   
FERC Policy Statement on Compliance* + 

Each company has to determine the optimum 
investment to make in compliance measures in 
light of its resources and risks (see para 17) 

Assess Risk/ 
Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Monitor Compliance 

The best program will not succeed unless 
senior management actively embraces the 
importance of compliance; Senior 
management may designateÉcompliance 
officials within the company (see paras 13 
and 15) 

Companies [should] invest in systematic preventative 
measures to keep the company in compliance with the 
CommissionÕs orders (see para 16) 

Systematic and effective preventative measures 
such asÉtraining; clear direction from the 
company (see para 16) 

Effective accountability for compliance; periodic review and evaluation of 
the effectiveness of the [compliance] program; methods to detect 
violations; systematic internal auditing (see paras 16, 18-20) 

Leadership/ 
Corporate Culture 

Promotion and 
Enforcement 

The company mustÉimplement the program; companies 
will act expeditiously to end the wrongful conduct and will 
report it promptly; [correct] the problem; remediation of 
the misconduct (see paras 16, 19, and 21) 

The responsibility for a culture of 
compliance rests squarely on the 
shoulders of senior management (see 
paras 1 and 13) 

+Also note that paras 23 
and 25 and footnotes 23, 
28, 29 and 30 reference 
the Federal Sentencing 
Guidelines. 

Continuous 
Improvement 

The question of whether new 
or modified prospective 
controls are needed to 
prevent a recurrence (see 
para 21) 

*FERC Compliance with Statues, Regulations, and Orders, Docket No. PL09-1-000. 

March 17, 2011 
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The Compliance Process Mapped to the 
FERC Policy Statement on Enforcement*  

An inventory of current compliance risks (see 
paragraph 59) Assess Risk/  

Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Monitor, Audit, and Report 

An independent Compliance Officer or 
other high-ranking official who reports to  
the Chief Executive Officer, the Board, or a 
committee; Tie regulatory compliance to 
personnel assessments and compensation, 
including compensation of management 
(see paragraphs 58 and 59) 

An established, formal, well documented program for 
internal compliance; an inventory of current 
compliance practices (see paragraphs 58 and 59) 

Training on rules and regulations that is 
sufficiently detailed and thorough is provided to all 
relevant employees; frequent mandatory training 
programs that include Òreal worldÓ examples (see 
paragraphs 58 and 59) 

The company frequently reviews the compliance program; the company 
audits internal compliance with regulations and tracks and reports results; 
the company reports violations to management and self-reports;  the 
company has an internal hotline (see paragraphs 58, 59, and 61) 

Leadership/ 
Corporate Culture 

Implement, Promote, 
and Enforce 

There are identifiable, measurable performance targets; 
there are disciplinary consequences in place for infractions 
of Commission requirements; the company looks for 
repeat offenses (see paragraph 59) 

Compliance is fully supported by 
senior management and they are 
actively involved in compliance efforts; 
company policies on compensation 
and promotion take into consideration 
employee compliance; sufficient 
funding is provided for the 
administration of compliance programs 
(see paragraphs 58 and 59) 

Continuous 
Improvement 

The company frequently 
modifies the compliance 
program; the company 
implements more effective 
internal controls and 
procedures to prevent 
recurrence of misconduct 
(see paragraph 58) 

*FERC Enforcement of Statues, Regulations, and 
Orders, Docket No. PL08-3-000, May 2008. 

© 2011, All Rights 
Reserved 
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Assess Risk/ 
Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Implement, Promote 
and Enforce 

Monitor, Audit, and Report 

Compliance as a Process: Mapped to the Ò7 ElementsÓ  

Leadership/ 
Corporate Culture 
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¥  High-level Oversight 
¥  Screening 

¥  Training and Education 

¥  Standards and Procedures 

¥  Promotion and Enforcement 

¥  Response and 
  Correction  

¥  Monitoring, Auditing, and 
  Reporting 

¥  High-level Oversight 
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Federal Sentencing Guidelines 
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Assess Risk/ 
Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Implement, Promote 
and Enforce 

Monitor, Audit, and Report 

Compliance as a Process: Map to COSO  

Leadership/ 
Corporate Culture 

Promote an organizational culture 
that encourages ethical conduct and 
a commitment to compliance with 
the law (¤8B2.1.a.2 and b) 
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¥  Entity-level; Division, 
¥  Business Unit; Subdivision 

¥  Communication 

¥  Control Activities 

¥  Risk Response 

¥  Monitoring 
¥  Reporting ¥  Internal Environment 

¥  Strategic; Operations 
¥  Compliance 

¥  Objective Setting 
¥  Risk Assessment 

March 17, 2011 
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OCEG Foundation-level Guidelines  

¥  Culture 
Ð  Ethics 

Ð  Risk 

Ð  Governance 
Ð  Workforce 

¥  Organization/Personnel 
Ð  Leadership 

Ð  Oversight 

Ð  Strategy 
Ð  Operations 

¥  Process 
Ð  Plan/Organize 

Ð  Prevent/Protect/Prepare 

Ð  Monitor/Evaluate 
Ð  Respond/Improve 

¥  Technology 
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Assess Risk/ 
Identify Requirements 

Establish/Modify Compliance 
Organization 

Document Standards, 
Policies, and Procedures 

Communicate Standards, 
Policies, and Procedures 

Implement, Promote 
and Enforce 

Monitor, Audit, and Report 

Compliance as a Process: Map to OCEG Foundation  

Leadership/ 
Corporate Culture 

Promote an organizational culture 
that encourages ethical conduct and 
a commitment to compliance with 
the law (¤8B2.1.a.2 and b) 

C
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¥  Leadership: Oversight,  
  Operations 

¥  Process: Prepare 

¥  Process: Plan, Organize 

¥  Process: Respond, 
  Improve 

¥  Process: Monitor, Evaluate 
¥  Culture: Ethics, 
  Governance, Workforce 
¥  Organization: Leadership 

¥  Culture: Risk 
¥  Leadership: Strategy 

¥  Process: Prevent, Protect 
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Compliance Audit Program 
Evaluate the adequacy of the following: 

¥  Risk Assessment 
Program 
Ð  Identifying Requirements 
Ð  Compliance Inventories 

¥  Compliance Plan 
Ð  Org Chart 
Ð  Roles and 

Responsibilities 
Ð  Annual Plan Evaluation 

¥  Policies and 
Procedures 
¥  Lots and Lots 

¥  Communications Plan 
¥  Training Plan 
¥  Annual Action Plan 

Ð  Implementation Program 
¥  New or Improved 

¥  Monitoring Program 
Ð  Hotline 
Ð  Background Checks 

¥  Compliance Audit 
Program 

¥  Leverage Corporate 
Leadership Training  
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