SACA

Serving IT Governance Professionals

Newsletter Utah Chapter

Our Mission: Provide our members opportunities for career development and networking with peers. Advance and
promote the profession by creating awareness of the skills and abilities of 1T audit and security Professionals. @

President’'s Message A ‘ )

Greetings Utah Chapter members, j
Hello Utah ISACA chapter members! We had a great November Fall&e mar %y h presented on
an

Securing the Borderless Network. It was a great seminar with great attendance k you to Kyle
Chugg and Brady Stevenson fort putting together such a great seminar.

I am looking forward to seeing all of you at the December&?th meeti We are lucky to have Michael
Casey, Director of Information Security for Utah Department of Technology Services. He will be
presenting on risk assessments / management. /’

We have our schedule booked up with great spea arhopi{s through May of 2010, so be sure to
make room on your schedules to come to the events.

7
I hope all of your holiday preparations are goingyu, and I will see you at the Lion House on December
17th. A

Thanks
Julie Park 5

you can enjoy the benefits of being an ISACA member all year long.
7

A BIG Thanks to Alan Sterneckert for submitting articles for our monthly newsletter.



Monthly Professional Training

Date: Thursday, Dec. 17th

Time: 11:30 — 1:15 pm.

Place: Lion House

Speaker: Michael Casey, Director of Information Security for Utah Department of Technology Services
Topic: Risk Assessments / Management

Cost: $20 for members and $15 for students, $25 for non-members

CPE: 1 Credit

Email: utah.isaca.chapter@gmail.com
Include the first and last name with e-mail address for each attendee you are registering.

Register at: http://www.isaca-ut.org/utahevents.html

Menu

Sarah Salad

Chicken Swiss Bake
Chocolate Cream Cake

4.\

Monthly Training Registration A y

The cutoff time period to sign up for theiprofessional lunch meeting is the Tuesday before the monthly
Thursday meeting. If you sign upa on on Tuesday, you may or may not have a guaranteed seat.
Since the rooms at the Lion Houseéiare small we have to give them a hard count by Tuesday at noon to

reserve a room. Thanks AN &

Earning CPE y

ISACA e-Sympésitim
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If you are in heed uPE credits, an easy way to earn them is by participating in an ISACA e-
ium. se are free online web casts and you can earn 3 CPE credits. For further details, go to:
www.Isaca.orgAvebcasts

| found out from ISACA that there is no limit to the number of e-Symposiums or on-line quizzes that
you can take to help fulfill your CPE requirements. If you have any questions concerning CPE credits
please email the following: certification@isaca.org and they will answer your questions.




Suggestions for Monthly Speakers

If you have a topic you would like to hear in one of our monthly meetings or if you know of a good
speaker please email Jackie Schwartz: Jackie.Schwartz@usa.net

Monthly Article

Audit Checklists o
Their Use and Misuse

A well managed IT audit program has robust plans, programs, procedures and most importantly committed.staff members.
Guiding these professionals are their work papers and integral to these documents are found their checklis tthow often
have we received requests from fellow professionals seeking checklists for specialized audits for whichithey did not have
relevant exemplars? These and similar events might introduce risks in audits that were unintended from'the onget. Or in
other cases, auditors examining audit activities used checklists applicable to outdated applications inued to use them
possibly overlooking vulnerabilities. / \

3

Audit checklists are not always required within management systems standards, hddev they constitute avaluable
mechanism for auditors. Here are some areas (not intended to be all areas) where chetCklists might apply:

®
-Managers might like them as a tools anticipating audit costs. a J

-Organizations might like them as tools ensuring regulatory and legal compliance t’ﬂditors.

-Auditors might use them as a supports when dealing with securityﬁt Nzt&

-Auditors might use them to support their positions with’r to Nialpéd procedural areas.

-Assure uniformity in the preparation of audit work papers By differing auditors.

Ve
-Assist auditors in meeting deadlines.

For example, auditing code checklists will nod&veal all vulnerabilities especially as they might relate to the concepts of data
classification and integrity. If the business ires data classification developers must understand how to ensure the
pplications. During the development processes they must address the

a variety of platforms. But this is simply accepting the expertise of someone else hoping they have

the applicable scope of this particular audit. An audit manager or other relevant person may conclude
iciently inclusive and that if followed all significant information security controls matters will be
addressed. "However, information security checklists placed in the hands of a well-trained security auditor will ensure more
effective and efficient controls will be found or recommended. Consequently checklists are merely frameworks. Audit
success depends on the auditor not the checklist.

ecific cieczists haye been published on many Web sites by professionals making it simple for auditors to

In fact most organizations use checklists to ensure that audits are completed at a minimum level defined by the scope of the
audit. Often serious misdeeds are found when auditors justify going off their checklists to find the heart of their work. One
of the members of an audit team asked why one of the employees of an audit-target was driving a new luxury automobile
when most of the other employees were not. This employee was a procurement clerk whose income did not support this
vehicle. The audit manager assigned one of the most experienced auditors to review this employee's work and discovered a
massive fraud conducted through the organization's computer system which would have gone undiscovered had it not been
for the observation made by an auditor going off his checklist.



Checklists are used by pilots to ensure they have done everything at an acceptable level during flight preparation and landing.
But if they see something wrong with the airplane's equipment that is not mentioned on the checklist the flight is aborted until
corrective action is completed. Similarly auditors use checklists assuring that pertinent areas are reviewed. However if only
the checklist is followed or if the auditor is unfamiliar with the areas addressed in the audit then there are risks introduced in
the audit that are framed by the checklist alone. A reciprocal case is the auditor that strays off the checklist without sufficient
justification and works aimlessly. This is another type of risk that enters audits wasting valuable resources and possibly
creating needless managerial challenges.

A valuable managers' reference document for systems security auditing may be found at this link:
http://www.gao.gov/special.pubs/mgmtpln.pdf. This document encompasses most of North America's relevant
documentation having been produced as a joint state-federal effort. &

Alan B. Sterneckert, CISA, CISM, CFE, CISSP is a consultant and author of Critical Incident Managementhb
084930010X, published by CRC Press, www.crcpress.com. He has written numerous articles and regularl‘ lectures re@rding
fraud and computer systems security auditing. He can be reached at absterneckert@yahoo.com 4
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The views and opinions contained in this publication are solely those of the authors, and do not necessarily
represent or reflect the view or opinions of the Utah Chapter. In the event you have any questions
concerning an article, you may wish to contact the author directly.
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